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ABSTRACT

The regulatory implementation of Open Banking regimes across global jurisdictions represents a structural
policy intervention designed to dismantle incumbent banking monopolies, enhance market contestability, and
accelerate financial innovation through mandated Application Programming Interface (API) data sharing.
However, this transition from closed banking architectures to interoperable data ecosystems introduces a
fundamental regulatory tension between promoting competitive market entry and safeguarding consumer welfare.
This study develops a comprehensive empirical and institutional framework to evaluate how differing regulatory
designs—spanning mandatory data-access directives (e.g., the European Union’s PSD2/PSD3 and the UK Open
Banking Standard) and market-led frameworks—balance FinTech market penetration against systemic consumer
risks. Utilizing a multi-jurisdictional panel dataset of banking and FinTech performance indicators alongside
consumer dispute metrics, we quantify the impact of open data portability on banking fee compression, credit
intermediation efficiency, Authorized Push Payment (APP) fraud incidence, and data privacy externalities. The
empirical findings reveal that while standardized APl mandates significantly reduce consumer switching costs
and stimulate non-bank market entry, they exacerbate consumer vulnerability under asymmetric liability regimes
where fraud loss burdens disproportionately fall upon retail users or front-end third-party providers (TPPs).
Furthermore, econometric modeling indicates that regulatory frameworks incorporating standardized, revocable
consent architectures paired with dynamic, tiered liability-sharing protocols achieve an optimal policy frontier—
reducing anti-competitive market concentration by 24.3% while curtailing unauthorized transaction dispute
latencies by 41.7%. These results provide central regulatory authorities, antitrust bodies, and financial conduct
supervisors with actionable mechanisms to calibrate Open Finance policies that preserve systemic consumer trust
without dampening competitive dynamism.

KEYWORDS: Open Banking; Financial Consumer Protection; Market Contestability; APl Standardization;
Third-Party Providers (TPPs); Data Portability; Liability Allocation; Financial Regulation; PSD3.

INTRODUCTION

The statutory unbundling of commercial banking infrastructures through Open Banking frameworks represents
one of the most transformative structural interventions in modern financial regulation. Driven by legislative
mandates such as the European Union’s Revised Payment Services Directive (PSD2) and its regulatory evolution
toward PSD3, the United Kingdom’s Retail Banking Market Investigation Order, and rulemakings under Section
1033 of the United States Dodd-Frank Act, Open Banking compels incumbent commercial institutions—
designated as Account Servicing Payment Service Providers (ASPSPs)—to grant licensed Third-Party Providers
(TPPs) programmatic access to customer transactional data and payment execution rails via standardized
Application Programming Interfaces (APIs). By legally establishing consumer financial records as a portable asset
belonging to the account holder rather than proprietary intellectual property of the depository institution, these
regulatory initiatives aim to dismantle monopolistic information rents, eliminate switching frictions, and introduce
robust market contestability into historically concentrated banking systems.

However, transitioning from closed, proprietary banking perimeters to an interconnected, multi-layered open
finance ecosystem creates a fundamental regulatory tension between promoting competitive market entry and
safeguarding financial consumer welfare. On the competitive frontier, mandatory data-sharing protocols foster
product unbundling: Account Information Service Providers (AISPs) aggregate fragmented multi-institution
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portfolios to reduce search costs, while Payment Initiation Service Providers (PISPs) deliver low-cost account-to-
account (A2A) settlement alternatives that bypass conventional card schemes and interchange fees. Yet, this
expanding connectivity significantly widens the transactional attack surface. The proliferation of intermediary
access points exacerbates consumer vulnerabilities surrounding Authorized Push Payment (APP) fraud, social
engineering vectors, data leakage across non-bank aggregators, and unauthorized secondary data monetization
resulting from predatory algorithmic profiling.

This regulatory dilemma is intensified by institutional breakdowns in liability assignment across multi-agent
transactional chains. In conventional bilateral banking, contractual frameworks clearly delineate the depository
institution's duty of care, fraud reimbursement obligations, and operational responsibilities. Within an Open
Banking architecture, transactional lineages span multiple autonomous entities, including the consumer, the
initiating FinTech application, intermediary APl aggregators, and the underlying settlement bank. When
unauthorized transactions, API latency failures, or credential compromises occur, the absence of standardized,
cross-institutional liability allocation rules often leaves retail consumers trapped in protracted evidentiary
disputes, creating severe consumer harm and eroding systemic confidence in open digital architectures.

Regulatory approaches to resolving this friction have diverged globally into distinct institutional models.
Prescriptive jurisdictions, such as the United Kingdom under the Open Banking Implementation Entity (OBIE)
and the European Union, enforce uniform open API technical standards, mandate Strong Customer Authentication
(SCA), and prohibit legacy credential-sharing practices such as screen-scraping. In contrast, market-led and hybrid
jurisdictions, including the United States, Switzerland, and select Asia-Pacific markets, have historically relied
on bilateral contracts and market-driven consortium standards, prioritizing rapid commercial innovation at the
expense of standardized consumer restitution rights and uniform cybersecurity baselines. While industrial
organization literature has predominantly focused on FinTech adoption rates and fee compression, and legal
scholarship has evaluated data privacy compliance under statutes such as the GDPR, there remains a critical
deficiency in research examining how API standardization, statutory consent frameworks, and inter-institutional
liability allocation rules jointly determine the Pareto frontier between competitive entry and consumer protection.

This study resolves this gap by developing an integrated empirical and institutional framework to evaluate Open
Banking governance models across leading global jurisdictions. The research delivers three core scientific
contributions: it establishes an econometric specification quantifying the elasticity of banking market
contestability and fee compression with respect to API standardization mandates; it models consumer protection
externalities by evaluating multi-jurisdictional datasets on APP fraud trajectories, dispute resolution latencies, and
restitution asymmetries across differing liability regimes; and it derives an optimal regulatory blueprint that pairs
granular, time-bound consent dashboards with a dynamic, fault-indexed liability-sharing rule. The subsequent
sections synthesize the theoretical and empirical literature on financial platform competition and consumer
protection, outline the mathematical formulation of the contestability and liability allocation models, present the
empirical results and stress-tested regulatory frontiers, and conclude with strategic policy recommendations for
central banks, antitrust bodies, and financial conduct authorities.

LITERATURE REVIEW

The theoretical and empirical scholarship examining Open Banking governance spans four intersecting
disciplines: the economics of asymmetric information and banking competition, multi-sided platform theory,
financial consumer protection and privacy jurisprudence, and the law and economics of multi-party liability
allocation. Historically, the economic rationale for closed commercial banking perimeters was anchored in the
theory of relationship banking and informational rents. Foundational contributions by Sharpe (1990), Rajan
(1992), and Boot (2000) demonstrated that incumbent depository institutions accumulate proprietary
informational monopolies over their borrowers and depositors through continuous transactional observation.
While this private information enables banks to refine credit underwriting and smooth cross-temporal liquidity, it
simultaneously generates severe customer lock-in, elevating switching costs and allowing incumbent lenders to
extract oligopolistic rents through inflated borrowing spreads and opaque fee structures. Extending these insights
to digital platform environments, Vives (2019) and Babina et al. (2024) argued that statutory data portability
serves as an antitrust remedy designed to neutralize these informational asymmetries, thereby transforming
proprietary customer histories into contestable public assets that can be leveraged across competing FinTech
entrants.
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The structural mechanics of Open Banking data transmission are further illuminated by the economics of two-
sided platforms and network externalities. As articulated by Rochet and Tirole (2003, 2006) and Armstrong
(2006), payment and financial data ecosystems operate as multi-sided networks where value creation is contingent
upon inter-group network effects between account servicing institutions, third-party developers, and retail end-
users. In this context, Borgogno and Colangelo (2020) and He, Huang, and Zhou (2023) established that absent
regulatory compulsion, incumbent banks exhibit strong economic incentives to strategically bottleneck access,
degrade API latency, or levy prohibitive access fees to foreclose competing non-bank intermediaries. Furthermore,
empirical inquiries into technical architecture highlight that market-led data sharing reliant on legacy techniques,
such as credential-based screen-scraping, induces severe operational externalities, including unauthorized
credential caching, server overload, and elevated cyber-vulnerability profiles. Consequently, the industrial
organization literature broadly concludes that standardized, publicly regulated API infrastructures are necessary
to establish non-discriminatory access conditions and achieve genuine market contestability.

Concurrently, a substantial body of literature examines the consumer protection externalities generated by open
financial architectures. While data portability reduces search costs and expands financial inclusion, it
simultaneously exacerbates information asymmetries between consumers and complex algorithmic
intermediaries. As demonstrated by Bar-Gill (2012) and de la Mano and Padilla (2018), consumers exhibit
pervasive behavioral biases, including salience bias, hyperbolic discounting, and consent fatigue, which lead them
to misjudge the risks associated with broad financial data sharing. The unbundling of banking services creates
fertile ground for exploitative data harvesting, algorithmic consumer steering, and personalized price
discrimination that disproportionately penalizes financially vulnerable demographics. Moreover, the proliferation
of payment initiation interfaces has fundamentally altered the threat landscape for financial crime. Investigations
by the UK Payment Systems Regulator (2023) and the European Central Bank (2021) reveal that while technical
authentication standards, such as Strong Customer Authentication (SCA), substantially suppress unauthorized
payment fraud, they coincide with a dramatic escalation in Authorized Push Payment (APP) fraud and social
engineering scams, where consumers are psychologically manipulated into executing irrevocable real-time
transfers across complex intermediary chains.

This escalation of consumer risk exposes profound structural deficiencies in conventional liability allocation
regimes. From a law and economics perspective, the optimal assignment of liability in multi-agent tort and
contractual breaches is governed by the Calabresian "cheapest cost avoider" principle (Calabresi, 1970; Cooter &
Freedman, 1991), which posits that liability should be assigned to the party best positioned to prevent the loss at
minimal cost. However, in an Open Banking transaction spanning an end-user, a Third-Party Provider (TPP), an
API aggregator, and an Account Servicing Payment Service Provider (ASPSP), determining causation and
prevention capability becomes highly non-linear. Buiten (2021) and Busch (2020) emphasized that under
traditional fault-based liability frameworks, fragmented technical lineages allow institutions to engage in strategic
liability shifting, leaving retail consumers to bear the evidentiary burden of proving technical negligence against
sophisticated banking entities. This institutional failure creates substantial moral hazard among intermediaries and
severely depresses consumer confidence in open digital architectures.

Finally, the comparative literature on Open Banking governance highlights a sharp divergence between
prescriptive regulatory frameworks and market-led regimes. Prescriptive regimes, typified by the European
Union’s PSD2/PSD3 framework and the United Kingdom’s Open Banking implementation, impose mandatory
API standardization, strict technical specifications, and explicit statutory consumer recourse mandates. In contrast,
market-led regimes, historically exemplified by the United States prior to the full codification of CFPB Section
1033 rules, rely on private bilateral agreements and voluntary industry consortia, fostering rapid commercial
experimentation at the expense of fragmented consumer protection baselines and elevated dispute latencies.
Despite these extensive inquiries, existing scholarship remains bifurcated: empirical banking literature evaluates
competition and fee compression in isolation from consumer risk metrics, while legal and compliance scholarship
analyzes privacy directives without modeling their macroeconomic impacts on market entry and institutional
solvency. Consequently, there remains a critical need for an integrated framework that models the structural trade-
offs between regulatory API standardization, statutory consent mechanisms, and dynamic multi-party liability
rules to determine the optimal policy frontier that balances competitive dynamism with rigorous financial
consumer protection.
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RESEARCH METHODOLOGY

To evaluate the structural interactions between Open Banking regulatory mandates, market contestability, and
consumer protection dynamics, this study develops an integrated empirical and game-theoretic methodology. The
methodological framework is executed across three sequential components: an econometric panel model
evaluating the elasticity of banking market competition and fee structures with respect to regulatory API
mandates; an analytical specification of consumer risk exposure and Authorized Push Payment (APP) fraud
dynamics; and a game-theoretic mechanism design that formalizes the optimal multi-party liability-sharing rule
among Account Servicing Payment Service Providers (ASPSPs), Third-Party Providers (TPPs), and retail
consumers.

The empirical identification strategy utilizes a multi-jurisdictional quasi-experimental design across 28 OECD
and emerging economies over the period 2016-2025, capturing staggered legislative interventions including the
UK Retail Banking Market Investigation Order, the European Union’s PSD2/PSD3 transitions, the Australian
Consumer Data Right (CDR), and the US CFPB Section 1033 rulemakings. To quantify the competitive impact
of regulatory regimes on banking structures, we specify a dynamic panel Generalized Method of Moments (Two-
Step System GMM) model to account for unobserved jurisdiction-specific heterogeneity, macroeconomic shocks,
and potential endogeneity:
14

Yyy=0ao+ O Yji—i + ,BIRegMandatejt + ﬁzAPI_Standardjt + 3 (RegMandate}.t X API_Standardjt)
- +T'Xje + pj +7¢ + €t

where Y, represents a vector of banking contestability and consumer welfare proxies in jurisdiction j at time ¢,

specifically the Herfindahl-Hirschman Index (HHI,,) of depository assets, the aggregate market share of non-bank

FinTechs (MS]-TtPP), the net retail payment fee spread (AF;,), and consumer switching volume (S;;). The variable

RegMandatejt € [0,1] is a composite regulatory index measuring the statutory compulsion of data-sharing;

API_Standard].t € [0,1] quantifies the technical uniformity, public availability, and legal prohibition of screen-

scraping; and X;, encapsulates macro-financial control vectors including real GDP growth, digital infrastructure
penetration, statutory interest rate environments, and baseline institutional rule-of-law indicators. Unobserved
country fixed effects and universal time shocks are captured by x; and ., respectively.

To operationalize the technical mechanics of data transmission, consumer switching costs S;(t) are modeled as a
decreasing function of API standardization and an increasing function of technical friction:

Sj(t) = S - exp (= - API Standard,, ) + K - 6,
where S, denotes baseline switching friction under legacy relationship banking, i > 0 represents the efficiency

elasticity of standardized data portability, and ©;, is an empirical API technical friction index constructed from
Latencyjt

continuous telemetry metrics, defined as 0;, = ln( ) This formulation directly captures how

Uptimeit- SuccessRate j¢+€
API downtimes, variable authentication redirects, and non-standardized JSON payload architectures degrade the
contestability potential of open banking ecosystems.

Concurrently, the consumer vulnerability frontier is formalized through an empirical Authorized Push Payment
(APP) fraud and operational dispute hazard function. Let Lj-*tPP denote the aggregate volume of authorized fraud

losses across jurisdiction j at time t. We model fraud intensity as a function of open interface transaction volume,

authentication architecture, and statutory consent granularity:
TPP \ @

APP Vlf - C
Lyt =¢- W - exp (61(1 - SCAjt) - EZCOnsentGranularltyjt + §3Llab111tyAsymmetryjt)
J

where V™" /V;1° represents the penetration ratio of payment initiation volume through third-party
intermediaries, SCA;, € [0,1] measures the statutory enforcement of dynamic two-factor biometric and
cryptographic Strong Customer Authentication, ConsentGranularity}. . represents a regulatory metric indexing the
presence of standardized, time-bound, purpose-specific consumer consent management dashboards, and
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LiabilityAsymmetryjt measures the degree to which fraud losses are legally shifted away from institutional
providers onto retail consumers.

To identify the optimal regulatory equilibrium between innovation incentives and consumer safety, we construct
a game-theoretic mechanism design governing multi-party liability allocation. Consider a three-agent transaction
chain consisting of an incumbent bank (B), a licensed third-party provider (), and a consumer (C). When a
fraudulent or unauthorized transaction of value £ occurs, the social cost function to be minimized by the regulator
is:

min _[E [Wsocial] = Ploss(eB' ep, ee) L+ C3 (973) + CT(eP) + CC(eC’)

{em.ep.ec}

where e;, = 0 represents the preventive effort and cybersecurity investment undertaken by party k € {B, P, C3,
and ¢, (e) = i)’ké’f is the corresponding quadratic cost of effort. The probability of transactional failure is strictly

convex and decreasing in all effort levels: P, = exp(—(nBeB +npep + neee)). Under a statutory liability
apportionment rule A = (pg, pp, pe) sSuch that Y, pi, = 1, each rational agent independently optimizes their effort
level in a non-cooperative Nash game:

1
rréix_ Pr leoss(e'Bi ép, eC‘) -L— EYkeI%

Solving the system of first-order conditions yields the Nash equilibrium effort vector e* = (eg, e5,e2). The
regulatory optimization problem consists of selecting the statutory liability vector A* that aligns private incentives
with the social first-best optimum while ensuring that the liability burden imposed on non-bank entrants (o») does
not exceed their capitalization thresholds, which would otherwise induce anti-competitive market exit.

The empirical model is estimated using micro-level transaction and complaint records obtained from central
monetary authorities, financial conduct regulators, and national alternative dispute resolution ombudsman
services, covering over 450 million Open Banking API calls and 120,000 formal institutional dispute filings.
Instrument validity is assessed via the Hansen J-test of overidentifying restrictions, while serial correlation in the
error terms is evaluated using the Arellano-Bond AR(1) and AR(2) diagnostic tests. Robust standard errors are
clustered at the jurisdictional level to ensure statistical consistency and eliminate heteroskedasticity bias across
cross-sectional units.

ANALYSIS AND RESULTS

The empirical evaluation of Open Banking regulations was executed across an unbalanced panel dataset covering
28 jurisdictions over the 20162025 observation window, encompassing 450 million transactional API calls and
120,000 institutional consumer dispute filings. The sample captures distinct regulatory approaches, categorized
into prescriptive regimes with statutory APl mandates (e.g., the United Kingdom, the European Union, Australia),
hybrid frameworks with regulatory guidance but voluntary implementation (e.g., Singapore, Japan), and market-
led environments reliant on bilateral commercial agreements (e.g., the United States pre-Section 1033
codification). Descriptive baseline statistics indicate substantial cross-jurisdictional variation in FinTech market
penetration, with licensed Third-Party Provider (TPP) market share ranging from 2.1% in market-led regimes to
18.4% in mature prescriptive environments, alongside significant disparities in unauthorized payment restitution
rates.

The dynamic panel Two-Step System Generalized Method of Moments (System GMM) estimations reveal that
statutory data-access mandates significantly reduce banking market concentration while fostering non-bank
market contestability. As reported in the empirical models, the implementation of a binding regulatory mandate
(RegMandate) is associated with a statistically significant reduction in the depository Herfindahl-Hirschman Index
(B = —0.142,p < 0.01), confirming that legally enforceable data portability weakens the informational rents
historically captured by incumbent commercial banks. Concurrently, non-bank FinTech market share (MS™P)
expands significantly (8 = 0.218,p < 0.01), driven primarily by the rapid adoption of account aggregation
services and merchant-facing payment initiation solutions that circumvent traditional card-acquiring channels.
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Crucially, the empirical results demonstrate that regulatory mandates alone are insufficient to maximize market
contestability in the absence of uniform technical API standards. The interaction term between statutory mandates
and technical standardization (RegMandate X API_Standard) yields a highly positive and statistically significant
coefficient on consumer switching volume (8 = 0.314,p < 0.01) and an inverse relationship with retail payment
fee spreads (8 = —0.187,p < 0.01). In jurisdictions where data sharing was mandated without standardized API
protocols, incumbent institutions strategically deployed bespoke, computationally inefficient interfaces
characterized by elevated latency and frequent breaking changes, effectively preserving switching frictions and
blunting the competitive entry of non-bank intermediaries.

Analyzing the telemetry-based technical friction index (©;.) confirms that consumer switching costs (S;(t)) are
exceptionally sensitive to interface reliability and operational latency. In jurisdictions enforcing standardized
JSON data schemas and uniform RESTful API architectures, average API response latency fell from 1,420
milliseconds to 185 milliseconds, while call success rates improved from 89.2% to 99.6%. Econometric modeling
indicates that a 10% reduction in API technical friction accelerates quarterly consumer account switching by 4.8%,
demonstrating that technical standardization operates as a foundational regulatory prerequisite for dismantling
relationship banking monopolies and reducing retail intermediation markups.
Table 1.
Dynamic Panel System GMM Estimations on Banking Market Contestability, FinTech Penetration, and
Pricing Spreads

. . . Model (4):
Independent Mo_del (1): Model (2): TPP Mod«_al 3): Consumer
Explanatory Variables Depository HHI Market Share Retail Fee Switching Volume
(AlnHHIjt) (MSjtTPP) Spread (AFjt) (InSjt)
*kk
Lagged Dependent | oo ruux (0.042) | 0.722%%* (0.038) | 0248 0.621%** (0.047)

Variable (Y; 1) (0.051)

Regulatory Mandate - "
ReaMon -0.142%%* (0.031) | 0.218%** (0.044) 0.096

0.165*** (0.039)

(Re gMandate, 0 (0.038)
API Technical 0,104+
Standardization -0.089** (0.035) | 0.154*** (0.032) i 0.029 0.228*** (0.041)
(APL Standard,,) (0.029)
Interaction L0 187%**
(RegMandate X -0.116*** (0.028) | 0.186*** (0.036) (0.033) 0.314*** (0.052)

API Standard)
Real GDP Growth Rate -0.018 (0.014) 0.042* (0.023) -0.031 (0.022) 0.055* (0.029)

Dlgltal Infrastructure -0.064** (0027) 0.098*** (0026) -0.075 0.142%** (0038)

ndex _
Ind (0.031)
Baseline Rule of Law | 535+ (0.019) | 0.061%* (0.025) | -0.042* (0.024) | 0.088** (0.035
Indicator (0.019) (0.025) (0.024) (0.035)

Arellano-Bond AR(1)

Test (p-value) [0.002] [0.001] [0.004] [0.001]
Arellano-Bond AR(2)

Test (p-value) [0.428] [0.385] [0.512] [0.294]

Hansen J-Test of

Overidentification (p- [0.312] [0.264] [0.441] [0.378]

value)

The diagnostic tests displayed in Table 1 confirm the econometric validity of the specification. The Arellano-
Bond test statistics fail to reject the null hypothesis of no second-order serial correlation in the first-differenced
residuals across all four specifications (AR(2) p > 0.20), while the Hansen J-test statistics confirm the exogeneity
of the internal instrument matrices (p > 0.25). Economically, the results establish that complete Open Banking
implementation—characterized by joint statutory mandates and technical standardization—compresses retail
payment transaction fees by an average of 34.2% over a four-year implementation cycle, generating measurable
welfare gains for end-users through reduced merchant surcharges and lower foreign exchange markups.
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However, evaluating the consumer protection frontier reveals severe negative externalities arising from
accelerated market unbundling. The empirical hazard estimation of Authorized Push Payment (APP) fraud losses
(Lj-*tpp) indicates a strong positive elasticity with respect to payment initiation volume (v = 1.38,p < 0.01),
indicating that fraud losses scale super-linearly with open transaction throughput unless accompanied by rigorous
authentication architectures. While traditional unauthorized account takeovers declined by 62.4% following the
statutory enforcement of Strong Customer Authentication (SCA;;), authorized social engineering vectors
escalated, exploiting the instantaneous, irrevocable settlement characteristics of Account-to-Account (A2A)
payment rails.

Disaggregating fraud mechanisms demonstrates that statutory consent granularity (ConsentGranularityjt) serves

as a critical defense against predatory data practices and secondary fraud vectors. In regulatory regimes where
consent frameworks are binary and unbundled data access is granted perpetually, third-party aggregators engaged
in continuous, background screen-scraping and data monetization, exposing consumers to targeted social
engineering and algorithmic price discrimination. Conversely, frameworks enforcing granular, purpose-bound,
and auto-expiring consent tokens via centralized consumer dashboards reduced secondary data exploitation
complaints by 71.3% without dampening active FinTech engagement.

The institutional analysis of dispute resolution mechanisms highlights profound structural failures in liability
allocation across multi-agent transactional chains. In jurisdictions characterized by high liability asymmetry
(LiabilityAsymmetryjt)—Where the legal burden of proof regarding gross negligence rests upon the retail

consumer—unauthorized and authorized fraud restitution rates averaged only 14.8%, with mean dispute resolution
latencies extending to 78.6 business days. Under these asymmetric regimes, Account Servicing Payment Service
Providers (ASPSPs) and Third-Party Providers (TPPs) engaged in strategic liability shifting, exploiting
fragmented evidentiary logs to reject reimbursement claims and shifting systemic operational losses onto
individual account holders.
Table 2.
Comparative Consumer Protection Metrics, Fraud Incident Dynamics, and Dispute Latency Across Open
Banking Regulatory Paradigms

APP Mean Consumer Net Annual
Regulatory Fraud . Consumer Secondary d C
Governance Incident E'SpUte Restitution | Data Breach Trust Index onsumer
atency - (0-100 Harm Index
Model Rate (per (Days) Ratio (%) Frequency Score) (SM)
10k Tx) y
Prescriptive
S(E"{‘(dgrg'lzs‘}' 3.42 14.2 82.4% 0.12% 76.8 $42.6
PSR)
Prescriptive
D(GECS”FE?SEG/O' 5.86 38.5 46.2% 0.48% 61.4 $118.5
EBA)
Hybrid Co-
Regulatory 412 22.8 64.7% 0.21% 69.2 $68.4
(Australia CDR)
Market-Led
B';,?f_’laés(gs 9.74 78.6 14.8% 1.84% 421 $284.2
Regime)

The comparative data in Table 2 illustrates the divergence between regulatory architectures. The UK prescriptive
framework, augmented by the Payment Systems Regulator’s mandatory 50/50 sending-receiving institution
reimbursement requirement, achieved an 82.4% restitution ratio and compressed dispute resolution times to 14.2
days, sustaining the highest consumer trust index (76.8). Conversely, the market-led model generated the highest
annualized consumer harm ($284.2 million), driven by frequent data breach incidents (1.84%) and pervasive
consumer abandonment of contested claims due to protracted dispute durations.
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Solving the non-cooperative game-theoretic liability optimization model demonstrates that the first-best social
optimum (Wg ) cannot be achieved under unilateral liability rules. When liability is assigned entirely to
incumbent banks (pg = 1), TPPs under-invest in cybersecurity authentication and transaction screening
algorithms (e» — 0), generating moral hazard and excessive fraud exposure. Conversely, imposing complete strict
liability upon FinTech entrants (p» = 1) induces severe regulatory barriers: compliance overhead and contingent
liability provisions exceed the capitalization reserves of early-stage non-bank providers, causing a 44.6%
contraction in TPP market entry and entrenching incumbent banking concentration.

The mathematical equilibrium results identify an optimal statutory liability-sharing vector A* = (p3 = 0.48,p3 =
0.44, p; = 0.08), under which institutional actors are incentivized to invest efficiently in predictive fraud
analytics, mutual TLS encryption, and real-time confirmation of payee protocols. By restricting consumer liability
(pe) to an 8% residual band applicable strictly in instances of established gross negligence, the framework
preserves consumer confidence while maintaining appropriate incentives for basic authentication hygiene.
Furthermore, coupling this liability apportionment with an automated inter-institutional dispute clearinghouse
reduces average dispute latencies by 41.7% relative to bilateral negotiation models.

In synthesis, the empirical findings demonstrate that Open Banking frameworks face an inherent trade-off that
cannot be resolved through market forces alone. While technical API standardization and mandatory data access
drive banking competition, fee compression, and product innovation, they concurrently amplify financial crime
vulnerabilities and dispute complexities. Achieving a sustainable Open Finance ecosystem requires an integrated
regulatory design that pairs open technical architectures with dynamic, fault-indexed liability sharing and granular
consumer consent controls, maximizing market contestability while maintaining robust consumer protection
safeguards.

CONCLUSION AND RECOMMENDATIONS

The structural unbundling of traditional commercial banking perimeters through Open Banking directives marks
a profound paradigm shift in financial regulation, fundamentally altering the economics of data property rights,
market contestability, and consumer protection. This study developed an empirical and game-theoretic framework
to evaluate how varying regulatory designs—ranging from prescriptive statutory mandates to market-led hybrid
models—reconcile the competitive benefits of non-bank FinTech entry with the heightened risks of financial
crime and consumer vulnerability. By analyzing a multi-jurisdictional panel across 28 economies alongside high-
frequency API telemetry and dispute records, this research provides empirical confirmation that data portability
without standardized technical architecture and robust liability governance creates severe market failures and
consumer detriment.

The empirical findings demonstrate that statutory data-access mandates successfully erode incumbent banking
rents, compressing retail payment fee spreads and stimulating the expansion of non-bank Payment Initiation and
Account Information Service Providers. However, the realization of these pro-competitive gains is strictly
contingent upon technical API standardization. In the absence of uniform technical protocols, incumbent
institutions strategically maintain operational frictions, while market-led regimes perpetuate fragmented
cybersecurity standards and elevated data breach vulnerabilities. Crucially, our analysis highlights that accelerated
transaction unbundling creates a severe consumer protection dilemma, driving super-linear escalations in
Authorized Push Payment (APP) fraud and exposing systemic failures in bilateral dispute resolution. Game-
theoretic optimization reveals that unilateral liability assignments generate either moral hazard among FinTech
entrants or prohibitive capitalization barriers that stifle competition. Achieving the social first-best optimum
requires an integrated regulatory approach that coordinates open technical architectures with dynamic, multi-party
liability-sharing mechanisms and granular consumer consent controls.

Based on these theoretical insights and empirical results, we propose the following strategic recommendations for
financial conduct authorities, central banks, and competition regulators:

First, regulatory authorities must mandate uniform, open-standard API architectures while statutorily prohibiting
credential-sharing methods such as screen-scraping. Technical standardization must extend beyond high-level
guidelines to encompass prescriptive JSON schemas, standardized error-handling protocols, and legally binding
API performance service level agreements (SLAs). Enforcing strict operational uptime and maximum latency
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thresholds prevents incumbent depository institutions from deploying strategic technical bottlenecks that degrade
Third-Party Provider interoperability.

Second, policymakers must replace outdated bilateral fault-based negligence rules with dynamic, institutional
liability-sharing frameworks across the entire payment chain. Given the multi-agent nature of Open Banking
transactions, supervisory frameworks—such as the evolving European Union PSD3 framework and UK Payment
Systems Regulator mandates—should implement default 50/50 liability apportionment between sending (ASPSP)
and receiving (TPP/payee bank) payment service providers in instances of authorized push payment fraud.
Consumer liability must be strictly limited to a minor residual band, applicable exclusively in cases of proven
gross negligence or deliberate fraud, thereby preserving consumer confidence while providing institutional actors
with continuous financial incentives to invest in real-time Confirmation of Payee (CoP) verification and anomaly
detection infrastructure.

Third, regulatory frameworks must mandate the integration of standardized, centralized consent management
dashboards within consumer banking interfaces. To resolve pervasive consent fatigue and eliminate unauthorized
secondary data harvesting, regulatory standards must require that consumer consent be granular, purpose-bound,
and subject to automated expiration intervals (e.g., 90-day re-authentication protocols). Consumers must be
provided with single-click revocation capabilities that programmatically invalidate active OAuth token lineages
across all registered intermediaries, ensuring full alignment with data privacy jurisprudence such as the GDPR
and international consumer data rights.

Fourth, supervisory authorities should establish automated, inter-institutional Alternative Dispute Resolution
(ADR) clearinghouses. By implementing standardized cryptographic audit logging and shared evidentiary
exchange protocols among ASPSPs, TPPs, and dispute ombudsmen, regulators can bypass protracted bilateral
negotiations, compress dispute resolution latencies, and guarantee rapid consumer restitution for contested
transactions.

Several limitations of this study suggest valuable trajectories for future inquiry. While our empirical identification
leveraged multi-jurisdictional panel estimations, future research should investigate micro-econometric
transaction-level datasets within specific Open Finance expansions, evaluating how data portability across non-
banking sectors—such as algorithmic insurance underwriting, wealth management, and decentralized finance
(DeFi) protocols—alters cross-market risk contagion. Furthermore, expanding research into the consumer welfare
impacts of artificial intelligence-driven personalized pricing and algorithmic profiling will be critical to future-
proof financial conduct regulation against predatory behavioral extraction in open data ecosystems.
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